
  

                                                                                                                                                                                                                                                                             
 

MVP Guideline for IT Outage Management in Hospitals 

 

IT outage = unplanned outage of one or more components of a hospital's information processing systems, resulting in an interruption of time-critical 
business processes and which cannot be remedied during normal operation within the maximum tolerable downtime (examples: IT outage due to a 
cyberattack, IT outage due to a hardware defect) 

 

Phase  Process structures Governance structures Tools 
  Decision-making level Executing bodies  

When?  
 
Describes the chrono-
logical classification. 

What will be done?  
 
Lists the work steps and processes 
to be carried out in each phase. 

Who decides what?  
 
Describes the organizational embedding 
of decision-making processes. 

Who carries out what?  
 
Describes the units that imple-
ment the measures. 

What tools are used? 
 
Includes application systems, physi-
cal tools, and organizational aids 
used in the phase. 

N  
Normal operation /  
Precautionary mea-
sures 

Conducting the business impact 
analysis (BIA) and risk analysis 

Hospital management (HM): Setting 
strategic objectives and resources, As-
sessing security risks, Approving the 
BIA1 and risk analysis 
Chief Information Officer (CIO): Prioriti-
zing areas of analysis 
Business continuity responsible & IT 
Service Continuity responsible: Advising 
the HM2/ CIO3, Preparing and providing 
BIA1 tools, Setting BIA1 objectives 
 

IT department (advised by do-
main experts4): Conducting the 
BIA1 and risk analysis 
 

BIA1 tools, risk analysis tool, Configu-
ration Management Database 
(CMDB), Information Security Ma-
nagement System (ISMS)-Tool 
 Business Continuity respon-

sible & IT Service Continuity 
responsible: Support in 
conducting the BIA1, Consoli-
dating the results, Conducting 
business continuity risk analy-
ses 



  

                                                                                                                                                                                                                                                                             
Chief Information Security Of-
ficer (CISO): Preliminary as-
sessment of security risks 

Security assessment tools 

Quality management (QM) of-
ficers: Documentation and fol-
low-up 

Testing and Documentation tem-
plates 

Development of emergency and re-
covery plans 

CIO3: Assessment of technical feasibility 
CISO5: Review of organizational informa-
tion security 
IT security officer / facility management, 
if applicable: Review of technical infor-
mation security 
HEMP committee6: Review and approval 
 

IT department: Creation of 
technical recovery plans 

IT emergency manual, Disaster recov-
ery plan (DRP) 

HEMP committee6 (advised by 
domain experts4): Development 
of replacement processes as a 
digital and analog outage con-
cept (including identification of 
replacement treatments or 
area-specific procedures), De-
velopment of escalation and in-
formation lines 
 

Flowcharts, Failure process check-
lists 

QM7: Quality assurance and 
approval processes 
 

Version management, Document ap-
proval processes 

Business Continuity responsi-
ble & IT Service Continuity re-
sponsible: Create and provide 
the approved business continu-
ity strategies and solutions 

Business continuity documentation, 
Business continuity plan (BCP) 

Development of redundancy and 
backup strategies 

HM: Resource allocation 
CIO3: Prioritization of technical re-
sources 

IT department: Implementation 
of backup and redundancy sys-
tems 

Backup systems, Monitoring and 
alarm systems 

Identification and scaling of critical 
systems 

HEMP committee6: Defining prioritiza-
tion criteria, approving security 

IT department: Analysis of sys-
temic dependencies 

CMDB8, Enterprise Architecture Mo-
deling Tools (EA tools) 

 



  

                                                                                                                                                                                                                                                                             
classification based on the defined prio-
ritization criteria 
CISO5: Performing security classification 
Business Continuity responsible & IT 
Service Continuity responsible: Provi-
ding the consolidated results of the BIA1 
and business continuity risk analyses 
 

HEMP committee6 (advised by 
domain experts4): Assessment 
of criticality 
 

System evaluation tools 

Integration of IT emergency mea-
sures into the hospital emergency 
managment plan (HEMP) 

HM2: Strategic guidelines 
HEMP committee6: Coordination and 
approval 
 

IT department: Integration of 
technical emergency proce-
dures 

Digital Alarm and Communication 
System (DACS), Communication 
plans 

HEMP Committee6: Preparation 
of the HEMP9 document 
 

HEMP9 document 

Training and awareness-raising for 
employees 

HM2: Approval of training measures spe-
cific to occupational groups 
 

IT department / External com-
panies: Conducting technical 
training courses 

E-learning systems, Simulation tools 

QM7: Organization and docu-
mentation of training courses 

Training planning software 

   Business Continuity responsi-
ble & IT Service Continuity re-
sponsible: Defining require-
ments for regular exercises and 
tests 

BCP10 

I  
Detection of IT outage / 
transition  
(Overall phase) 

 
 

When this transition takes place and which measures are implemented depends directly on the requirements of the respective business process and its defined recovery times. This 
information is not determined in isolation by IT, but is collected together with the respective process owners to ensure that technical and organizational emergency measures are coor-
dinated. 



  

                                                                                                                                                                                                                                                                             
Ia  
Reliable detection / si-
tuation assessment 

Establishment of internal IT coordi-
nation, creation of a Security Opera-
tion Center (SOC) to monitor unu-
sual events 

CIO3: Initiation of internal IT crisis com-
munication 
HEMP committee6: Decision on activa-
tion of outage coordination 
HM2: Information on situation assess-
ment (acknowledgment) 
 

IT department: Setting up the 
internal communication and 
coordination structure 

DACS11, Documentation and ticket 
systems 
 

CISO5: Performing the security 
analysis 

 

Security assessment tools 

Collecting and checking malfunc-
tions (IT forensics), Evaluating tick-
ets 

CIO3: Assessment of severity 
CISO5: Assessment of security-related 
events 
 

IT department: Performing 
technical analyses 

Monitoring and alert systems, Foren-
sic and analysis tools 

Department/ward managers: 
Reporting IT outages 

Checklists, Documentation and ticket 
systems, Endpoint detection and re-
sponse (EDR) software 

Implement initial security measures 
(e.g., Disconnect compromised sys-
tems) 

CIO3: Decision on isolating affected sys-
tems 
CISO5: Approval of security-critical mea-
sures 

IT department: Implementation 
of isolation and security 
measures 

EA tools14, Monitoring and alarm sys-
tems 
 

Alerting outside office hours HM2: Information about escalation situ-
ation (acknowledgment) 
HEMP committee6: Determination of 
alarm routes 
 

IT department: Implementation 
of the alarm system 

DACS11, Monitoring and alarm sys-
tems 
 

Detailed technical analysis of the af-
fected IT applications and hospital 
areas 

CIO3/ CISO5: Coordination of technical 
and security-related analysis 
HEMP committee6: Review of analysis 
results 
HM2: Formal decision to convene the 
crisis management team12 
 

IT department: Preparation of 
technical analysis reports 

Forensic and analysis tools, real-time 
monitoring systems, documentation 
and ticket systems, EDR13 software 

Estimation of the expected recovery 
time 

CIO3: Assessment of the recoverability 
of IT systems 
CISO5: Assessment of security-critical 
restrictions 

IT department: Calculating re-
covery times 

CMDB8, EA tools14, Documentation 
and ticket systems 



  

                                                                                                                                                                                                                                                                             
HEMP committee6: Approval of the as-
sessment and evaluation 

(Advance) Information from the 
CISO5 

CIO3: Reporting of technical results 
HM2: Information on situation assess-
ment (acknowledgment) 
 

IT department: Provision of sta-
tus reports 

DACS11, Documentation and ticket 
systems 
 

Handing over of results to HEMP 
committee6 

CIO3/ CISO5: Approval of analysis results 
HEMP committee6: Evaluation and deri-
vation of initial measures 
 

IT department: Transmission of 
results to the HEMP commit-
tee6 
 

IT emergency manual, DACS10 
 

The transition to Phase II can be seamless. Departments need to know whether they are allowed to act independently when time is of the essence (e.g., imminent medication administ-
ration) and whether they should use Phase II tools even before formal approval. 
 
Ib  
Determining the impact 
of disruptions on pati-
ent care 

Assessment of the impact on critical 
processes 

Clinical and non-clinical management 
personnel: Assessment of supply 
security 
HEMP committee6: Consolidation of si-
tuation reports 
HM2: Approval of further measures 
 

IT department: Provision of 
technical analyses 

CMDB8, EA tools14 

Department/ward managers: 
Feedback on critical processes 

Information system for crisis coordi-
nation (real-time situation overview), 
Communication and documentation 
tools 

Prioritization of care according to ur-
gency and risk level 

Crisis management team12: Formal con-
firmation of the IT outage and determi-
nation of the operating mode 
HM2: Approval of prioritized measures 
 

HEMP committee6 (advised by 
domain experts4): Creation of 
prioritization processes 

Location and decision-making tools 
for supply management 

Department/ward managers: 
Implementation of priorities 

Checklists for prioritized treatment 
sequence 

Comparison with the results of the 
technical analysis 

HEMP committee6: Consolidation of IT 
and supply situation 
CIO3/ CISO5: Technical feedback on sys-
tem availability 
 

HEMP committee6 (advised by 
domain experts4): Impact as-
sessment 
 

Information system for crisis coordi-
nation, Decision-making documents 
(paper or digital) 

IT department: Provision of 
technical status data 

CMDB8, Documentation and ticket 
systems, Monitoring system 
 



  

                                                                                                                                                                                                                                                                             
Ic  
Determination, plan-
ning, and establishment 
of visitation rights 

Formal determination of an IT failure 
with relevance for the entire busi-
ness operation 

Crisis management team12: Decision on 
the timing and scope of the switch to re-
placement processes 
HEMP committee6: Presentation of the 
consolidated situation assessment 
HM2: Formal confirmation and resource 
release 
 

HEMP committee6 (advised by 
domain experts4): Situation as-
sessment 

Information system for crisis coordi-
nation, Situation report templates 

CIO3/ CISO5: Provision of tech-
nical status messages 

 

IT emergency manual, CMDB8, EA 
tools14 

IT department: Documentation 
of system status 

DACS11, Documentation and ticket 
systems 

Planning and determining the proce-
dure for operation during the failure 
situation 

Crisis management team12: Approval of 
the operational strategy in the event of a 
failure scenario 
HEMP committee6: Coordination with 
sub-plans (IT, supply, communication) 
HM2: Approval of overarching measures 
 

IT department: Creation of the 
technical operating plan 

IT emergency manual, BCP10, Docu-
mentation and ticket systems 

HEMP committee6 (advised by 
domain experts4): Development 
or adaptation of pre-defined re-
placement processes 

 

Backup process checklists, BCP10 
 

Use of internal and external commu-
nication channels 

HM2: Approval of the communication 
strategy 
Crisis management team12: Implemen-
tation of escalation and information 
lines 
HEMP committee6: Coordination of 
communication channels 

Department/ward managers: 
Use of communication and 
process chains 

Communication and documentation 
tools, Digital/analog checklists for in-
formation transfer, BCP10 
 

Press office: Preparation of ex-
ternal communications 

DACS11, Ready-made press and 
government communication templa-
tes 

Id  
Switch to outage scena-
rio 

Hospital-wide information about the 
start and planned procedure of con-
tingency operations 

HM2: Legitimization of the official start of 
the failure operation phase 
HEMP committee6: Control of informa-
tion distribution 
Clinical and non-clinical management 
personnel: Coordination of implementa-
tion in clinical areas 

IT department: Carrying out in-
formation transfer 

DACS11, Communication platform, 
Documentation and ticketing systems 

Department/ward managers: 
Informing employees 

Digital/analog information channels 

Confirmation of receipt of infor-
mation in all areas 

HEMP committee6: Control of informa-
tion flow 

Department/ward managers: 
Feedback on confirmations 

Digital/analog checklists for feedback 



  

                                                                                                                                                                                                                                                                             
HM2: Monitoring the completeness of 
feedback 

Control and documentation of pro-
cess conversion 

HEMP committee6: Management and 
monitoring of the transition 
Clinical and non-clinical management 
personnel: Ensuring the prioritization of 
core processes relevant to care 
 

IT department: Documentation 
of technical changes 

Documentation and ticket systems, 
Monitoring dashboard for system 
switches 

Department/ward managers: 
Monitoring of replacement pro-
cesses 

Process checklists 

II  
Operation in an outage 
scenario 

Practical implementation of the re-
placement procedures planned in 
Phase II 

Crisis management team12: Decision on 
the scope and duration of replacement 
operations 
HEMP committee6: Monitoring of imple-
mentation 
Clinical and non-clinical management 
personnel: Prioritization of care-related 
processes 
 

All areas of the hospital: Appli-
cation of substitute procedures 

Replacement process checklists, Pa-
per-based documentation forms, 
BCP10 
 

Ongoing assessment of IT and core 
processes 

HEMP committee6: Monitoring the 
supply situation 
CIO3/ CISO5: Assessment of technical 
recoverability and security situation 

HEMP committee6 (advised by 
domain experts4): Provision of 
situation assessments 
 

Information system for crisis coordi-
nation (real-time situation overview) 

Prioritization and management of re-
covery measures 

HEMP committee6: Setting priorities 
HM2: Release of resources and commu-
nication measures 
CIO3: Management of technical recovery 
 

IT department: Implementation 
of recovery measures 

CMDB8, EA tools14, Documentation 
and ticket systems, backup and re-
covery tools 

Ongoing feedback to the HEMP com-
mittee6 on effectiveness and bott-
lenecks 
 

HEMP committee6: Evaluation and ad-
justment of the approach 
HM2: Strategic communication (authori-
ties, institutions, public) 
 

All areas of the hospital: Trans-
mission of feedback 

Communication and documentation 
tools 

IT department: Preparation of IT 
status reports and status mes-
sages 

Situation and documentation sys-
tems, DACS11, Reporting templates 
 

III  



  

                                                                                                                                                                                                                                                                             
Return to normal opera-
tion (Overall phase)  
In the event of prolonged IT outages, this recovery phase may need to be repeated several times. This is particularly true if individual IT systems are temporarily available again and are 
used on a temporary basis before complete and sustainable system stability is achieved. 
IIIa  
Reliable information 
about the (partial) solu-
tion 

Coordinated restoration of all af-
fected IT systems 

CIO3/ CISO5: Control of technical restart 
and prioritization of systems 
HEMP committee6: Evaluation and 
recommendation for approval 
HM2: Approval of return to (partial) nor-
mal operation 
 

IT department: Performing sys-
tem restart and prioritizing sys-
tem recovery according to op-
erational necessity and clinical 
criticality, Documentation 

DRP15, CMDB8, EA tools14, Documen-
tation and ticket systems 
 

IIIb  
Determine the improve-
ment in patient care  

Evaluation of improvements to criti-
cal processes analogous to Ib, prior-
itization of reverting to previous solu-
tions if several (partial) solutions are 
available 

HEMP committee6: Consolidation of the 
situation assessment, Prioritization if 
necessary 
HM2: Confirmation of measures 
 

IT department: Provision of sys-
tem availability and status data 

Information system for crisis coordi-
nation (real-time situation overview), 
CMDB8, Monitoring dashboard, Digi-
tal/analog checklists, Documentation 
and ticket systems 

Department / ward managers: 
Feedback on process status 

Information system for crisis coordi-
nation (real-time situation overview), 
Communication and documentation 
tools 

IIIc  
Identification, planning 
and determination of 
the procedure  

Formal termination of the outage sit-
uation by resolution and approval 

Crisis management team12: Decision on 
timing, scope, and conditions of the re-
turn 
HEMP committee6: Submission of con-
solidated situation assessment, Recom-
mendation for approval 
HM2: Formal confirmation and resource 
approval 
 

HEMP committee6 (advised by 
domain experts4): Situation as-
sessment 

Information system for crisis coordi-
nation, situation report templates 

CIO3/CISO5: Provision of tech-
nical status messages 
 

IT emergency manual, CMDB8, EA 
tools14 

IT department: Documentation 
of system status 

DACS11, Documentation and ticket 
systems 
 



  

                                                                                                                                                                                                                                                                             
Planning and determining the proce-
dure for returning to (partial) normal 
operation 

Crisis management team12: Approval of 
the rollback strategy 
HEMP committee6: Coordination with 
sub-plans (IT, supply, communication) 
HM2: Approval of overarching measures 
 

 IT department: Creation of the 
technical rollback plan, resto-
ration of central and local sys-
tems according to priority, tak-
ing into account their depend-
encies 
   

BCP10, DRP15, IT emergency manual, 
Rollback checklists, Documentation 
and ticket systems 
 

HEMP committee6 (advised by 
domain experts4): Reduction of 
replacement processes to 
standard processes 

Digital/analog checklists 

Use of internal and external commu-
nication channels 

HM2: Approval of the communication 
strategy 
Crisis management team12: Implemen-
tation of de-escalation and information 
lines 
HEMP committee6: Coordination of 
communication channels 
 

Department/ward managers: 
Use of communication and 
process chains 

Communication and documentation 
tools, Digital/analog checklists for in-
formation transfer 

Press office: Preparation of ex-
ternal communications 

DACS11, Ready-made press and 
government communication templa-
tes 
 

IIId  
Switch to (partial) nor-
mal operation  

Hospital-wide information about the 
(partial) end and planned procedure 
for (partial) termination of emer-
gency operations 

HM2: Legitimization of the start of the re-
turn to normal operation/end of the ou-
tage phase 
HEMP committee6: Management of in-
formation distribution 
Clinical and non-clinical management 
personnel: coordination of implementa-
tion in hospital areas 

IT department: Carrying out in-
formation transfer, testing and 
validating interfaces and de-
pendent systems after each re-
start to ensure functionality 
and data integrity 

DACS11, Communication platform, 
Documentation and ticket systems 
 

epartment/ward managers: In-
formation for employees 

Digital/analog information channels 

Confirmation of receipt of infor-
mation in all areas 

HEMP committee6: Control of informa-
tion flow 
HM2: Monitoring the completeness of 
feedback 
 

Department/ward managers: 
Feedback on confirmations 

Digital/analog checklists for feedback 



  

                                                                                                                                                                                                                                                                             
Transfer and addition of all data col-
lected on paper or offline during the 
IT failure to the regular systems 

 

HEMP committee6: Management and 
monitoring of the transition 
Clinical and non-clinical management 
personnel: Ensuring the prioritization of 
core processes relevant to care 
 

IT department: Documentation 
of technical changes, monitor-
ing of system startup 

Documentation and ticket systems, 
monitoring dashboard for system 
switches 

Department/ward managers: 
Monitoring the process change-
over 

Digital/analog checklists 

Evaluation of operational and legal 
consequences 

HM2: Commissioning of follow-up work 
HEMP committee6: Evaluation of devia-
tions and effectiveness of measures 
 

CISO5: Performing the security 
analysis 
 

Audit tools 

HEMP committee6 (advised by 
domain experts4): Conducting 
the process assessment 

Report templates, Document man-
agement system (DMS) 

IT department: Preparation of 
technical post-analysis reports 

Ticket systems for follow-up work, Er-
ror logging system 

Business Continuity responsi-
ble & IT Service Continuity re-
sponsible: Analysis and evalua-
tion of incident management 
and the overall process 

Reports, Minutes, Interviews 

Final documentation and start of 
lessons learned 

HM2: Approval of final report and impro-
vement measures 
HEMP committee6: Coordination of les-
sons learned 
 

CISO5: Preparation of the 
security assessment 
 

DMS16, Documentation and ticket sys-
tems 
 

HEMP committee6 (advised by 
domain experts4): Update of 
the emergency manual 

IT emergency manual 

QM7: Consolidation of lessons 
learned and initiation of the 
continuous improvement pro-
cess  

Quality management system tools 

Business Continuity responsi-
ble & IT Service Continuity re-
sponsible: Consolidation of 

Business continuity documentation, 
BCP10 
 



  

                                                                                                                                                                                                                                                                             
lessons learned and implemen-
tation of potential improve-
ments in the business continu-
ity process 

 

1 Business impact analysis: Systematic process for determining and evaluating the potential effects of an IT outage 
2 HM: Hospital management 

3 CIO: Chief Information Officer 
4 Domain experts: Clinical and non-clinical professionals (e.g., process owners) who contribute to the design, analysis, and optimization of clinical and organizational processes based on 
their specific expertise and experience in their respective functional areas 
5 CISO: Chief Security Officer 
6 HEMP committee: Permanent interdisciplinary working group for the comprehensive hospital alarm and deployment plan, usually consisting of specialists from the clinical, nursing, 
technical, administrative, and logistical areas 
7 QM: Quality management 
8 CMDB: Configuration Management Database (see ITIL) 
9 HEMP: Hospital Emergency Management plan 
10 BCP: Business Continuity Plan  
11 DACS: Digital alerting and communication system 
12 Crisis management team: Ad hoc interdisciplinary management body, usually consisting of the CIO, CISO, clinical and non-clinical management personnel (subject matter experts) 
13 EDR: Endpoint Detection and Response 
14 EA tools: Enterprise architecture tools; for structured mapping of the IT landscape 
15 DRP: Disaster Recovery Plan 
16 DMS: Document Management System 

 

 


